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Introduction

Generating pseudo-random numbers is a very important task in the
context of many computational methods, e.g.

-based on the Monte Carlo method,
-cryptography applications.

Important to know the efficiency and quantity of energy needed to
efficiently generate large amounts of value from pseudorandom
numbers generators.

Scalable of FPGA technology.
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Introduction

The general scheme for building a typical FPGA. The main element is
the socalled lookup-table (LUT), which allows you to build any Boolean
functions. There are also BRAM - BLOCK RAM memory units that act as
fast auxiliary memory, which is capable of working with any clock
allowed by a particular FPGA.
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List of periods for individual generators and indication of the most
important parameters characterizing a given pseudorandom string

generator.

Pseudo random number generators

Generator Parameters Period
MRG32k3a 3.1-10°°
MT19937 1.3 .10%901 (01 219937 —1)
GM19k=15, q=28, g=21% _ 1 10
GM31|k=11, q=14, g=20Y 1 4 ﬁ 1018
GM61|k=24, q=74, ¢=2'° — ] 5.3 - 10%¢
LFSR113 1 0-10°°
XORSHIFT k=5 260
MWC256 k=257 Q8Z22
CMWC4096 k=4097 10707
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Pseudo random number generators

Mersenne Twister (MT):

Lhkatn — Lktm D ({;: . 'ri:—l—l) A .
MRG32k3a:

Xp+1 = AX, (modmy), Yne1 = BY,(modma)

LFSR113:
32
Xy = (Xpp + Xy pig)(mod?2). U, = Z Xpsrio12™ "
1=1
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Pseudo random number generators

GM19, GM31 and GM61:

{_(In.) r(n—l}
ot — J[(I : )(mn(lr
(Ugn)) yi(n.—l) \ J)

s—1

{'f(n) — Z LQ'I'E”-)EHJ : 21

1=0
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PRNGs implementations with FPGA

Xilinx Virtex-7 FPGA VC707

Fot. https://dev.sifive.com
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PRNGs implementations with FPGA

Xilinx Virtex-7 FPGA VC707

Clocking

o Fixed Oscillator with differential
200MHz output used as the
“system” clock for the FPGA

s Programmable Oscillator with
156.250 MHz as the default
output and frequency targeted
for Ethernet applications but
oscillator is programmable for
many end uses

e Differential SMA clock input

o Differential SMA GTX reference
clock input

e |itter attenuated clock used to
support CPRIJOBSAI applications
that perform clock recovery from
a user-supplied SFP/SFP+ module

Memory

e 1GB DDR3 SODIMM 800MHz /
1600Mbps

» 128MB (1024Mb) Linear BPI Flash
for PCle Configuration

» SD Card Slot

» 2Kb IIC EEFROM

Configuration

¢ Onboard |TAG configuration
circuitry to enable configuration
over USB

s |TAG header provided for use
with Xilinx download cables such
as the Platform Cable USB Il

+ 128MB (1024Mb) Linear BPI Flash
for PCle® Configuration

s 16MB (128Mb) Quad 5PI Flash

Control & 1/0

5 Push Buttons

8X DIP Switches

Rotary Encoder Switch (3 1/O)
AMS FAN Header (2 I/O)

Expansion Connectors

o FMC1 - HPC (8 XCVR, 160 single
ended or 80 differential (34 LA
pairs, 24 HA pairs, 22 HB pairs)
user-defined pins)

» FMC2 - HPC (8 XCVR, 116 single
ended or 58 differential (34 LA
pairs, 24 HA pairs) user-defined
pins)

s Vadj supports 1.8V

e |IC

Debug & Analog Input

» 8 GPIO Header, % pin removable
LCD
» Analog Mixed Signal (AMS) Port

Power

» 12V wall adapter or ATX
» Voltage and Current
measurement capability

Communication & Networking

s Gigabit Ethernet GMII, RGMII and
SGMII

* S5FP+ transceiver connector

s GTX port (TX, RX) with four SMA
connectors

¢ UART To USB Bridge

» PCl Express x8 gen2 Edge
Connector (lay out for Gen3)

Display

» HDMI Video OUT
e 2 %16 LCD display
s 8X LEDs
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PRNGs implementations with FPGA

Just enter the code in the classic ANSI C language to get a complete
conversion and hardware implementation. Automatic implementation
of resources in FPGA.

il T
U 0

! !
i

| = -

RTL Export

RTL Simulation

IP-XACT  Sys Gen PCore

Source: Vivado Design Suite User Guide High-Level Synthesis UG902
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PRNGs implementations with FPGA

o

¢ Wivado HLS - ndMumFPGAHLS-gm19-VC707 (C\Users\Marek\Desktop\synteza VIVADC\RandomNUMFPGAHLS\rmdNumFPGAHLS-gm19-VC707)
File Edit Project Solution Window Help

1 =i} X2 R El I & @ %5 Debug 6’\:{‘Analysws
Ly Explorer &2 |£ gml%hls.cpp £2 2 Synthesis(solutionl) = O |[B= Outline 2 [14 Directive = O
4 125 mdNumFPGAHLS-gm19-VC707 e OEA RS e ¥ ¢

il Includes b u gmidhls.h
4 = Source W cstdie
|8 gm19hls.cpp L ®° gmlf g
[k gml9his.h 1 & gml9 halfg
fim Test Bench . . . . . ®° gmld k:co
4 ¥ solutiont unsigned int moduint_by gmi19 g(unsigned int a) ®° gmlo g
. % WHST_:'E‘”FS #pragma HLS resource variable=a core=FAddSub_nodsp & gmig_qg: const uns
Uy directives.tcl #pragma HLS RESOURCE variable=gml9_g core=FMul_nodsp ®  x GMI8S default: u
Ty script.tel return a - ( gml9_g * (unsigned int) (a >> 19) ); ® new_GMI195_default
4 (= csim ¥ ®  rotate GM19S_default : cha
(= build @ moduint_by_gm19_g{unsigned int) : uns
& report unsigned long long modullint{unsigned long long a, unsigned long long b) @ modullint{unsigned long long, unsigned Innglnng) unsignec
= syn @  moduint_by32{unsigned int)
return a - ( b * (unsigned long long) (a / b) ); @ moduint_by2(unsigned int)
} @ gml9_genPrintState_default()
@ gml9_dummyprociunsigned mt] unsigned
unsigned int moduint_by32({unsigned int a) @ gmid_genRand() : unsigned
@ gml9_Next(unsigned int, unswgned int, unsigned int, unsigned int)
return a - ( 32 * (unsigned int) (a >> 5) ); o gml9_GetNextN{unsigned int, unsigned int, unsigned int)
i @ gmlf_GetNextAny(unsigned int, unsigned int, unsigned int, unsign:
unsigned int moduint_by2(unsigned int a) @ gmlg_gemlnlt(unslgr?edmtj
@ gmild _tep{const unsigned chard, const int&) : unsigned

return a - ( 2 * (unsigned int) (a »> 1) );

B Console 2 @ Errors| & Warnings = bH =R~ = O
Vivado HLS Censole

INFO: [RTMG 21@-282] Generating pipelined core: 'gml9_top_urem 39nibs_div’ -
INFO: [RTMG 21@-278] Implementing memory 'gml9_top_x_GM195_jbC_ram' using block RAMs with power-on initialization.

INFO: [HLS 2e@-111] Finished generating all RTL models Time (s): cpu = @@:@@:11 ; clapsed = @@:2@:28 . Memory (MB): peak = 287.652 ; gain = 157.828

INFO: [SYSC 287-3@1] Generating SystemC RTL for gml9_top.

INFO: [VHDL 288-384] Generating VHDL RTL for gml9 top.

INFO: [VLOG 289-307] Generating Verilog RTL for gml9_top.

INFO: [HLS 2@@-112] Total elapsed time: 28.865 seconds; peak allocated memory: 154.434 MB.

Finished € synthesis.

Writable Smart Insert 23:75
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PRNGs implementations with FPGA

¢ Vivado HLS - mdNumFPGAHLS-gm19-VC707 (Ch\Users\Marek\Desktophsynteza_VIVADO\RandomNUMFPGAHLS\rnd NumFPGAHLS-gm19-VCT0T)
File Edit Project Solution Window Help

i E giR BIROIR-E@Eida- 501G
[ Explorer 22 = 8 || |6 gmldhish €] gm19his.cpp =) Synthesis(solutionl) &2
4 =5 mdNumFPGAHLS-gm19-VC707 Synthesis Report for ‘gm19_top’
[ml Includes -
4 S Source
[&; grihls.cpp
[y gr1Shls.h Date: Wed Oct 18 10:18:03 2017
fi= Test Bench Version: 2016.4 (Build 1756540 on Mon Jan 23 19:31:01 MST 2017}
4 ¥ solution1 Project: rndMumFPGAHLS-gm19-VC707
4 % constraints Solution: solutionl

Uy directives.tcl

. Product family: virtex?
U scriptcl

Target device:  xcTvid85tffgl761-2

4 [ csim
(= build Performance Estimates
(= report
& yn =l Timing (ns)
=l Summary

Clock  Target Estimated  Uncertainty
ap_clk 5.00 4.38 063
=I Latency (clock cycles)
=l Summary
Latency Interval
min  max min  max  Type
7 ? 7 7 none
=1 Detail
+ Instance
+ Loop
& Console &2 @) Errors| & Warnings

Vivado HLS Console
INFO: [RTMG 218-282] Generating pipelined core: 'gml9_top_urem_39nibs_div'

INFO: [RTMG 218-278] Implementing memory 'gml9_top_x_GM195_jbC_ram' using block RAMs with power-on initialization.
INFO: [HLS 28@-111] Finished generating all RTL models Time (s): cpu = @@8:88:11 ; elapsed = @0:00:20 .

INFO: [SYSC 287-381] Generating SystemC RTL for gml9_top.

INFO: [VHDL 2@88-384] Generating WHDL RTL for gml9_top.

INFO: [VLOG 289-387] Generating Verileg RTL for gml9 top.

INFO: [HLS 2@8@8-112] Total elapsed time: 28.865 seconds; peak allocated memory: 154.434 MB.
Finished € synthesis.

23.10.2017

Memory (MB):

%5 Debug &d” Analysis

= Outline 52 “_[I4 Directive i = |

General Information

Performance Estimates
=t

| Timing (ns)

5 Latency (clock cycles)
Utilization Estimates

= Summary

& Detail

Interface

= Summary

peak = 287.652 ; gain = 157.828
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PRNGs implementations with FPGA

In the GM and MT generators for loops use unroll-loop. Optimization
technology contribute to increased performance, for example for the
GM19 generator, unroll loop expansion can be done manually or use
the #pragma HLS UNROLL expression:

gmi9_genRand_f11: for(i=0;i<32;i++) {
#pragma HLS UNROLL
x_GM19S_default[old] [i] =
moduint_by_gmi9_g( (gmi19_qg+gmi9_k*x_GM19S_default [New] [i] -
gmi9_qg*x_GM19S_default[old] [i]) );
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PRNGs implementations with FPGA

For example, to increase performance in GM generators, modulo
division by g is implemented as follows:

ullint modullint_by_gm31_g(ullint a) {
return a - ( gm31\_g * (ullint) (a >> 31) );
}

The use of multiplication and bit shift significantly improves
performance, "ullint” is a redefinition of an unsigned long long int.
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PRNGs implementations with FPGA

The amount of hardware resources (where BRAM means block-ram
and FPGA has direct access to it, DSP - computational unit for
realisation Arithmetics operations, FF - ip-ops and LUT - Lookup table)
of the Virtex 7 VC707 FPGA for the pseudo-random sequence
generators used. The parentheses give an approximate percentage as
the type of resources used throughout the entire layout used (the total
number of individual resources is the last row in the table).

BRAMIRK| DSP48E FF LUT
GM19 2 (= 0%)| 40 (1 %) | 11553 (1 %) | 16173 (5 %)
GM31 4 (= 0%) |44 (= 1 %)|9422 (= 1 %)| 10354 (= 3 %)
GM61 8 (= 0%)]|224 (8 %) | 32808 (5 %) | 36842 (12 %)

LFSR113 | 0 (0 %) 0(0%) [283 (=0%)]| 769 (=0 %)

_}' ( 0

MGR32K3 | 0 (0 %) |232( 4010 (= 0 %)| 5070 (1 %)

)
MT19937 |2 (=0 %) |14 (= 0 %)[ 914 (= 0 %) | 2000 (=~ 0 %)
XORSHIFT| 0 (0%) [ 4 (=0%) [356 (= 0%)| 795 (=0 %)
MWC256 |2 (= 0%) | 4 (= 0%) [411 (=0 %) | 4149 (= 1 %)
CMWC4096| 8 (= 0 %) | 2 (= 0%) [2337 (= 0 %)|67663 (= 22 %)
Total: 2060 2800 607200 303600
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Performance details for GM61

A few remarks:
- 200 MHz clock is used

- The basic version of the code running in the FPGA environment
needed 6786 clock cycles.

- The loop for extraction (unroll) resulted in 3329 clock cycles.
- Our own modulo operation resulted in 145 clock cycles.
- Two modifications of the code gave 46 times the acceleration.

- Methods built into the HLS environment are not optimized for
performance and hardware resources used by the FPGA.

- One generator needs 0.242W (estimation).
16
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Performance details

Time results for generating 10° pseudorandom numbers using the
implementation using the Intel i7 4790k 4.0 GHz processor.

In addition to the selected generators, performance results were also
presented using SSE intrusions.

Cenerator TimF in sec. ] _\hun!:)r:rs per sec.
without OPT |opt -O2|without OPT| Z opt -O2
GM19 34,35 8,16 2,910,731 | 12,242,678
GM19 SSE 1,50 1,37 | 66,513,021 | 72,858,343
GM31 42,02 8,18 2,379,779 | 12,214,872
GM31 SSE 1,96 1,77 | 50,975,653 | 56,461,881
GM61 99,18 55,17 | 1,008,219 | 1,812,480
GM61 SSE 4,42 4,27 | 22,601,746 | 23,417,352
MRG32k3a 2,83 2,10 | 35,232,516 | 47,568,946
MRG32k3a SSE 0,49 0,37 | 200,005,120 |265,832,590
MT19937 0,73 0,20 | 136,274,611 |342,655,152
MT19937 SSE 0,27 0,21 | 366,287,485 |474,985,821
LFSR113 0,67 0,31 | 147,794,142 |314,005,657
LFSR113 SSE 0,57 0,56 | 173,211,521 |175,980,059
XORSHIFT 0.30 0.20 | 333,333,333 |500,000,000
MW(C256 0.42 0.18 | 238,095,238 |555,555,555
CMWC4096 0.43 0.21 | 238,095,238 |476,190,476
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Performance details

The performance of a single generator described by the number of
clock (termed clks per num.) necessary to determine the next
pseudorandom number and the quantity of random numbers
generated per one second (termed PRNs/sec.) assuming that we will

use a 200 MHz clock.
(Generator GM19 GM31 GM61
clks per num. 65 160 145
PRNs/sec. 3,076,923 | 1,250,000 | 1,379,310
(Generator MRG32k3a | MT19937 | LFSR113
clks per num. 99 0242 1
PRNs/sec. 2,020,202 |13,497,728| 200,000,000
(Generator XORSHIFT| MWC256 |CMWC4096
clks per num. 6 8 6
PRNs/sec. 33,333,333 |25,000,000| 33,333,333
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Performance details

The developed RNGFPGLIB library offers access to numerical
generators RNGs of the following types: LFSR113, GM19, GM31, GM61,
MRG32k3a, MT19937, as well as XORSHIFT, MW(C256, CMW(C4096.

The library code is based on the code in the original versions presented
by the Authors of the individual solutions.

However, to get higher performance or significantly reduce the number
of resources modifications are required.

Although it should be noted that the original code can be used as a
basis for implementing an algorithm in the FPGA.

However, the performance will be lower.

https://github.com/qMSUZ/PRNGFPGLIB
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Summary

1. The performance achieved depends on the type of generator.
2. Ease of implementation of many generators.
3. Ability to scale performance according to the needs of the task.

4. Lower energy consumption for generating a single number.
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Thank you
for your attention
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